
3 Pattern: Payloadpassingprotocols

Problem

Applicationsconsistof severalcollaboratingcomponents.How to distribute con-
trol flow amongthesecomponentsin awaythatis compatiblewith theapplication’s
requirements?

Forces
� Interactionbetweensoftwarecomponentscanbedemand-driven,event-driven

or asynchronous;

� Theavailableresources(e.g.,memory)arelimited;

� Disconnectedoperationis required.

Subpatterns

Thefollowing subpatternsdescribeseveralwaysto assigncontrolflow amongcol-
laboratingsoftwarecomponents.Eachsubpatternlays out structuralrulesabout
how differentcomponentscommunicate.They avoid the needfor dynamicsyn-
chronizationpolicies [Lea96]. Therefore,the payload passing protocols enable
applicationsto scaleacrossdifferentprotocolsandcommunicationmechanisms.

3.1 Pull

Context

Not all subsystemsof a computeroperateat the samespeed.The harddisk, for
instance,is oneof theslowestsubsystems.Onaverage,currentdrivesneedtimein
theorderof millisecondsto satisfya reador write request.

Consideranapplicationthat readstheoutputof somesensorandrecordsthis
valueon a harddrive. Theapplicationconsistsof two components.Theproducer
interfaceswith thesensorandcanobtaina new valueeach500µs. Theconsumer
interfaceswith the harddrive and for eachwrite it needson average8ms. The
dataflow is from theproducer(upstream)to theconsumer(downstream).Which
componentshouldtriggerthereadings?

Solution

Usethepull protocol.Thedownstreamcomponentrequestsinformationfrom the
upstreamcomponentwith aprocedure/methodcall thatreturnsthevaluesasresults.
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This mechanismcanbeimplementedvia a sequentialprotocol,maybemulti- How?
threadedwith other requestson either side, and may perform in-placeupdates
ratherthanreturningresults[Lea94].

In thepull model,dataflow is initiatedby thedownstreamcomponent.Conse- When?
quently, it is applicablein demand-drivencontextsandinstanceswherethesenders
operatefasterthanthereceiver. However, becausethereis noprovision for theup- Why not
streamcomponent(s)to triggerthedataflow, this protocolcannotdealwith asyn-
chronousor prioritizedevents.

Applicationsemploying this protocoldo not needbuffers. The downstream Other
componentrequestsa new dataitem only whenit is readyto processit. Buffers
requireadditionalmemoryor permanentstorage.They alsocangrow dynamically,
thusexpandinganapplication’s memoryimage.Consequently, thepull protocolis
anattractivesolutionfor instanceswheretheseresourcesarelimited. However, the
lockstepexecutionrequiresaliveconnectionbetweencomponents.Therefore,it is
notagoodchoicefor disconnectedoperation.

The pull protocoland the directionof control anddataflow is illustratedin
Figure13.
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Figure13: Thepull protocol.

In summary, thepull protocolhasthefollowing benefitsandliabilities:

✓ It is bestsuitedfor demand-drivenapplications.Typically, theslowestcom-
ponentdeterminesflow controlandtheapplicationdeliversbesteffort per-
formancewhile performingonly thenecessarywork.

✓ Doesnot requirebuffers. It is suitablewhenresourcesare limited or the
applicationis restrictedto afixedmemoryfootprint.

✗ It cannothandleasynchronousor prioritizedevents. All messagesareheld
by theupstreamcomponentuntil a new oneis requiredby thedownstream
component.
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✗ Disconnectedoperationis not possible. Both partiesmustbe presentand
linkedthrougha live connection.

✗ Not feasiblefor long end-to-enddelays. The round-trip requiredto bring
eachdataitemtakestwice theend-to-enddelay.

3.2 Push

Context

Thereareinstanceswhenapplicationshave to dealwith unexpectedevents.A user
wantsto beableto interruptat any momenta runningprogramthattakestoo long
to complete.

Consideranapplicationfollowing themodel-view-controller(MVC) architec-
ture [BMR

�
96]. The userinteractswith the controllerby manipulatingvarious

graphicaluserinterfacewidgets.Useractionsareconvertedinto events.Themodel
andview changestatebasedontheseevents.Dataflow correspondingto user’sac-
tionsis from thecontroller(upstream)to themodelandview (downstream).Which
componentgeneratesthetransferof events?

Solution

Usethepush protocol.Theupstreamcomponentsendsthenew dataitemsdown-
streamwhenever theseareavailable.

This mechanismmaybeimplementedasprocedurecallscontainingnew data How?
asarguments,asnon-returningpoint-to-pointmessagesor broadcasts,aspriori-
tizedinterrupts,or ascontinuation-styleprogramjumps[Lea94].

Thepushmodelisapplicablein event-drivencontexts,wherethecomputation— When?
dataflow—is initiatedby anexternaleventor by acontinuousloopin theupstream
component.However, theupstreamcomponentdoesnot know if theotherendis Why not
readyto receive or not. To prevent dataloss,the downstreamcomponentusesa
buffer to queuethe upcomingdata. If the systemprocessesasynchronousevents
or highpriority messages,thebuffer mustbeableto identify andpassthemdown-
streamaheadof low priority messages.While a simpleFIFO queueis suitablefor
theformersituation,thelatterrequiresapriority queue.Thepayloads patternpro-
videsonepossiblesolutionfor messageidentification. However, buffers require
additionalschedulingpolicies,introduceunpredictabledelaysandarenotviableif
thepayloadshave largememoryfootprints.

Thepushprotocolcanusebuffersfor flow control[Rit84]. A highwatermark Other
limits the amountof payloadsthat canbe storedin the repository;the upstream
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componentdoesnot placedatain thequeueabove this limit. Whenthequeueex-
ceedsits highwatermark,it setsaflagandtheupstreamcomponentstopssending
data. Whenthedownstreamcomponentnoticesthis flag setandthequeuedrops
below a low watermark,it reactivatesthesender.

Thepushmodelandthedirectionof cotrol anddataflow is illustratedin Fig-
ure14.
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Figure14: Thepushprotocol.

Thisprotocolhasthefollowing benefitsandliabilities:

✓ It is bestsuitedfor event-driven applications.Whenever anevent is gener-
atedor receivedfrom anexternalsource,it is processedright away.

✓ Supportsasynchronousnotificationsand prioritized messages.Since the
upstreamcomponenttriggersthe dataflow, thesesort of messagescanbe
passeddownstreamasthey arrive.

✓ Supportsdisconnectedoperation.Onceall dataitemshave beenqueued,the
upstreamcomponentandtheconnectionarenot requiredanylonger.

✗ Requiresbuffers betweencommunicatingcomponents.Additional logic is
neededto managethedataitemswithin buffers.

✗ Needsupperboundsfor buffers.Realapplicationsdonotuseinfinitebuffers;
developershave to estimatebuffer upperboundsandhandlein a reasonable
wayany attemptto passthem.

✗ Increasesresourceconsumption.Buffers usememoryor persistentstorage
whichotherwisecanbeusedfor differentpurposes.
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3.3 Indir ect

Context

Sometimestheoperationof cooperatingcomponentsis asynchronouswith respect
to eachother. This is typical whenever their communicationis crossingdomain
boundaries.

In [RW94], theauthorsdescribeasoftwaresimulatorfor diskdrives.Thesim-
ulator is basedon AT&T’ s C++ tasklibrary andconsistsof two tasks. Onetask
modelsthedisk mechanism.ThesecondtaskmodelstheSCSIbus interfaceand
its transferengine.Sincethedisk mechanismandtheSCSIsubsystemaredrived
by differentclocks,their interactionis asynchronous.Dataflow changesdirection
accordingto the requesttype—reador write. How to assigncontrol flow in this
situation?

Solution

Use the indir ect protocol. This requiresthe availability of a sharedrepository
(sometimescalledmailbox,pipe[BMR

�
96] or put/take buffer stage[Lea96]) that

is accessibleto bothmodules.
This mechanismcanbe implementedvia transfersto sharedmemorywhich How?

occurat fixedrates,or via polling [Lea94]. Whenever thesendercomponent(pro-
ducer)is readyto passdatato thereceiver, it putsit in thesharedrepository. When
readyto processanotherinput,thereceivercomponent(consumer)getsadataitem
from therepository.

Theindirectmodelis applicablewhenthesenderandthereceiver processpay- When?
loadsasynchronously, eventuallyat different rates. Whenever not all datais re-
quiredby thereceiver, thesendercanoverwrite thecontentsof thesharedreposi-
tory. For example,assumea digital videocamerawhich capturesframesat a high
rateandmakesthemavailablein a sharedbuffer. If the framerateis not critical
for the rest of the system,then the next receiver componentreadsframesfrom
thesharedbuffer at a different,lower rate.However, theperformancedependson Why not
thenatureof therepository. For systemswith sharedmemorytheprocotolis effi-
cient.But thesharedresourcerequirestheadditionaloverheadtypically associated
with synchronizationproblems[SPG91]—managingthecritical sections.Shared
memoryis not necessarilyavailable if the modulesare locatedacrosshardware
boundaries.

Theindirectmodelis illustratedin Figure15. Thesquarewavesshow how the
two componentsaccessthesharedrepositoryatdifferentrates(thewritesandreads
areshown asarrows).

In summary, theindirectprotocolhasthefollowing benefitsandliabilities:
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Figure15: Theindirectprotocol.

✓ It isbestsuitedwhenevertheinteractionbetweencomponentsisasynchronous.
This is typical for componentslocatedacrossdomainboundaries.

✓ The senderandreceiver canaccessthesharedrepositoryat differentrates.
Theirprocessingratesareindependentandcanchangedynamically.

✓ It is efficient. Transfersthroughsharedmemoryarefast.

✓ Low couplingbetweenthetwo parties.Thesenderandthereceiver interact
only with thesharedrepository. They donotneedto know abouteachother.

✗ Increasestheoverhead.Managingthecritical sectionsis tediousandtime-
consuming.

✗ Requiresasharedrepository. Sharedmemorymaynotbeavailableor viable.

Additional observations

Thissectionprovidessomeadditionaldetailswith generalapplicabilityandshows
therelationshipswith otherpatterns.

Dependingonhow controlflow is implemented,datarepositoriesintroducean End-of-
streamadditionalproblem:if thereis nomessagethatmarkstheendof streamor thedata

repositorycannotdetectit, thelastmessagesneedto beautomaticallyflushedby a
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timeoutmechanism.Thepayloads patternfacilitatesthedetectionof this situation
while maintaininga loosecouplingbetweenmessagesanddatarepositories.

Eachof the threeprotocolshasits own problems.Mixedprotocolsthatcom- Mix
bine theadvantagesof morethanonemodelaresometimesviable. For example,
the upstreamcomponentcanusethepushprotocoluntil thedownstreamcompo-
nentblockscommunication.Thenthepull protocolcanbeused,until thedown-
streamcomponentis readyto acceptothermessagesfrom thereceiver.

Workflow systemsusepull andpushprotocolsfor schedulingthroughworklist Workflow
handling[Moh97]. A worklist containsall activities which arereadyto be per-
formedby theworker (eitheranuseror anapplication).Theworkflow engineup-
datesthis list eachtimeanew activity is ready. In pull systems,theworker inspects
theworklist andselects(pulls) thenext activity to beperformed.This protocolis
suitablefor self-schedulableworkers. In pushsystems,theworker is not given a
choice. The workflow engineselectsandpasses(pushes)the next activity to the
worker. Theprotocolis employedwhenever thesystemcontrolswork scheduling.

Multiple input portscomplicatecontrol flow andrequireadditionalpolicies. � 1 inputs
Two possiblescenarioshave beenidentifiedin thecontext of hardwaredataflow
architectures[Den80, Pap91]. In the static model,a filter recomputesits output
valueeachtime a new payloadis availableat an input port. The dynamicmodel
tagsthepayloadswith “context descriptors.” A new outputvalueis computedonly
when payloadswith identical tags(context descriptors)are presentat the input
ports. The choicebetweenthe two modelsdependson the application’s require-
ments. However, the associative memoryrequiredby the latter andthe dynamic
tokenmatchingoverheadsometimesmake thisscenarionot feasible.

Implementation notes

Figures2–4show apushmechanismin thecontext of dataflow architectures.The
network is constructedstartingfrom thesource—theAttach() methodestablishes
a connectionfrom an outputport to an input port. Computationis triggeredby
calling the Input() methodof thesource.

Theimplementationfor apull mechanismissymmetric.PullOutput —Figure16—
is an abstractclasswhich determinesthe outputdatatype. Insteadof taking an
argument,now theOutput() methodhasa returnvalue.Subclassesimplementit
to gettheinputdatafrom theupstreamcomponent,processit andreturnthetrans-
formedvalue. PullInput —Figure17—determinesthe input datatype,provides
theinterconnectionmechanismandmaintainsa pointerto theprevious(upstream)
component.This time, thePullPort class—Figure18—encapsulatestheattach-
mentbetweenaninputportandanoutputport.

Figure19 shows the implementationof theprocessingmodulefrom Figure5
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template<class DataType> class PullOutput {
public:

virtual ˜PullOutput() { };
virtual DataType Output() =0;

};

Figure16: ThePullOutput class.

template<class DataType> class PullInput {
public:

virtual ˜PullInput() { };
virtual void Attach(PullOutput< Dat aType> *previous)

{
_port=new PullPort<DataType >(p rev iou s) ;

};
virtual void Detach()

{
delete _port;

}
protected:

inline DataType Input() { return _port->Input(); };
private:

PullPort<DataType> *_port;
};

Figure17: ThePullInput class.

template<class DataType> class PullPort {
public:

PullPort(PullOutpu t< Dat aType> *module)
: _module(module) { };

˜PullPort() { };
inline DataType Input() { return _module->Output(); };

protected:
PullOutput<DataTyp e> *_module;

};

Figure18: ThePullPort class.
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class Sqrt : public PullInput<int>, public PullOutput<double> {
public:

Sqrt() { };
˜Sqrt() { };
double Output()

{
return sqrt(Input());

};
};

Figure19: TheSqrt processingmodulefollowing thepull model.

following the pull model. This time, computationis triggeredby invoking the
Output() methodof thesink.

Implementingtheindirectmodelgoesalongthesamelines,but addstheshared
repository(e.g.,acircularbuffer) betweentheinputportandtheoutputport.

For simplicity’s sake, several importantfeatureshave beenremoved from the
classesshown in Figures2–4and16–18. First, noneof thememploys buffering.
An easyway to addbuffers is to useone of the containerclasses(e.g., Stack )
provided by the StandardTemplateLibrary [MS96]. Second,the payloadsare
primitive types.They arenotshareable(for thepushprotocol)andarecopiedeach
time they crossthe inter-moduleboundary(for the pull protocol). The Payloads
patterndiscussesseveraloptimizedtechniquesthataddresstheseproblems.

Examples

1. Multimedia applicationslike VuSystem[Lin94] andActiveMovie [AMS]
employ oneor several payloadpassingprotocols. VuSystemdoesnot use
buffers. Payloadsarepassedwith onefunctioncall andtiming constraints
arepropagatedthroughback-pressure.By temporarilyrefusinga payload,a
downstreamcomponentslows down upstreamprocessing.Themechanism
is simpleand doesnot requiremulti-threading. In ActiveMovie, pins are
responsiblefor providing interfacesto connectwith otherpinsandfor trans-
porting data. Theseinterfacestransfertime-stampeddata,negotiatedata
formatsandmaximizethroughputby selectingan optimal protocol—push
or pull.

2. Dataflow hardwarealsoemploys pushandpull mechanisms.For example,
considerthearithmeticexpressione � ���

a � 1�	� �
b 
 6��� . A reductionma-

chinetakesa bottom-upapproach,computingfirst thesubexpressionsa � 1
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andb 
 6, andfinally themultiplicationwhich yields theresult. This eager
evaluationcorrespondsto the pushmodel. A demand-driven computation
takesa top-down approach.It begins by requestingthe valueof e, which
triggerstheevaluationof theproduct.This in turn triggerstheadditionand
thesubtraction.Thelazy evaluationcorrespondsto thepull model.

3. Operating systemsusetheseprotocolsas well. For example, the UNIX

streaminput-outputsystem[Rit84] employs a messagequeueand water
marksfor flow control.

4. Payloadpassingprotocolsarealsopresentin distributed object systems.
The CORBA event service[OHE97] allows objectsto register their inter-
est in specificevents. The event channelsupportsboth the pushandpull
protocolsfor eventnotification.

RelatedPatterns
� Applicationsfollowing thedata flow architecture replacedirectcallswith a

messagepassingmechanism.Usuallythis is oneof theabove protocols.

� Buffers needvarious typesof information about the messagesthey store
(e.g.,priority level, etc.). The payloads patternensuresuniform accessto
this information,while maintaininga loosecouplingbetweenbuffers and
messages.

� Adjacentlayerswithin a layered architecture [BMR
�

96] communicatewith
eachother. The forementionedprotocolssolve the inter-layer communica-
tion problemwhenever directcallsarenot feasible.

� Both partiesengagedin a pull protocolareawareof eachother. Theuseof
theObserver [GHJV95]patterndecreasesthiscoupling.
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